
Date/Time Fields in Document Properties »» 

Tracked changes can be useful when editing a document with 
multiple co-counselor associates to identify which editors that 

have made specific changes. 

Tracked Changes displayed 
in a'iNord Document »» 

In Excel, metadata can also be very useful and can in­
clude forlllulas in a spreadsheet (a powerful feature for 
editing and calculating figures), hidden columns, author 
names and creation dates of documents. 

In PowerPoint, metadata also includes author infor­
mation and presentation creation dates as well as speaker 

notes and links to graphs or other statistics from outside 
documents. 
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Pages:
 
Paragraphs:
 
Lines:
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Fact 3: Metadata Can be Harmful 
Metadata can be harmful when users unknowingly send out documents that contain confidential or potentially embarrassing 

information. There have been many well publicized cases where tracked changes or hidden comments have been left in a document 
sent via e-mail or shared on the Internet. 

Two examples of high profile metadata blunders are the SCQ Group's lawsuit against DaimlerChrysler and a United 

Nations Report. 
In the SCQ lawsuit, a Microsoft Word document of SCQ's suit against DaimJerChrysler originally identified Bank of America 

as the defendant instead of the automaker. More info on the blunder can be found by visiting http://news.cnet.com/2100-7344_3­

5170073.h tml. 
In a United Nations Report tracked changes were discovered in a document that supported the published conclusion that Syria was 

behind an assassination in Beirut. More info can be found by visiting, http://www.timesonline.co.uk/tol/news/world/middle_east/ 
article581486.ece 

In Excel formulas can be useful, but if spreadsheets are linked to other workbooks, links should be disabled and formulas changed 
to static numbers before sending out, to prevent revealing information not intended for general distribution. 

[n PowerPoint Speaker notes are invaluable during a presentation, but something you will not want to share when sending a final 
copy of the presentation to attendees 

Fact 4: Metadata Can beTracked Changes Left in a Docwnent 
The obvious and most publicized cases of document metadata involve tracked changes being left in a document sent out via e-mail 

or published on the Internet. 
This mistake can easily be made. Consider the following scenario: 
An attorney switches on the Track Changes feature in Word to make edits to a document. After collaborating with his assistant and 

associate he is satisfied with the changes. lie decides to send it to the client for review and clicks on the "Review" ribbon and changes 
the document to "Final" in the "Tracking" section (see figure below). 
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Review Ribbon in Word 2007 
The tracked changes disappear from the document. He assumes they are no longer there, clicks on send via e-mail and sends the 

document to his client. The client opens the document to see all of the tracked changes displayed. This happened because the attorney 
did not accept all of the changes in the document; he merely hid them from view. When the client opened the document the "Display 
for Review" settings were set by default to "Final Showing Markup," thus revealing all of the changes in the document. 

TRACK CHANGES SAFE GUARD RULES 

If you want to make sure there are no tracked changes in your document, always accept all changes. 
From the Review tab, you can click on the down arrow found on the Accept button and click Accept All Changes in Document. 

Whether you see the tracked changes or not, this wil!,accept any stragglers. 
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Review Tab - Accept All Changes in Document 

TURN ON WORD'S TRACI( CHANGIES WARNING SYSTEM 

There is an extra security feature in Word that warns you when you have tracked changes in your document when you print, save 

or email a document. 



To turn Word's Track Changes vyarning system on, follow these steps: 
On the Office button select" Word Options." 

•	 In the Word Options dialog box select "Trust Center." 
In the Options dialog box, select "Security" from the list on the left hand side, then click on the "Trust Center Settings" button. 
Under Document Specific Settings - Click the check box "Warn before printing, saving or sending a file that contains tracked 
changes or comments." 

OVote: ifyourfirm uses a metadata software this feature should probably be turned offsince it may if/te/Jere u'ith the software. Check 
with your uendorfirst}. 
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Privacy Options dialog 

For added security, click the check box "Make hidden markup visible when opening or saving." This will ensure that tracked chang­
es are always visible. 

Fact 5~ Metadata can beAuthor and Company Information 
Did yOLt know that multiple author names can remain with a document as it is edited and revised? Microsoft Word automatically 

pulls the author name from the User Information (found by accessing the Office Button then Word OptionslPopular) for the last Saved 
by author, and will save the names if there have been multiple editors of a document (we tested adding up to 5,000 authors. Read about 
our test on vvw·w.randallfarrar.com). This is an ex-ample of application metadata. 

If a document has been created from an earlier document using "Save As," the name of the author of the original document will 
stay with the document as will the company name. Often an attorney will create new documents from legacy documents that could 
have been produced when working for a previous firm. Unless the company information is manually updated by the llser, or cleaned 
by metadata software it will stay with the document (see illustration below). 

Outline.dncxProplI!rlies - - --- --(1J(gJ 

If a client billed for a document created by their highly paid attorney from ABC firm, sees a 
tl""dr~. .......


different author flame and 'XYZ company listed in the properties it could lead to questions you 
l('(Tclbt". rbm.S.dQl':m 

don't want to answer. 
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CONTROL AUTHOR INFORMATION 

Microsoft Word has four areas that collect Author information:
 
User Name
 
User Initials
 
Document Author
 
Manager
 
Last Author
 

USER NAME AND USER INITIALS CONTROL IT ALL 

The User Name and User Initials control are what appear in the author properties of a Microsoft Word document. 

User Name and User Initials are found in Word OptionlPopularlPersonalize your copy of Microsoft Office. 
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User Information settings 
Unless you need the actual author name in this property for collaborative purposes, you may want to consider changing user in­

formation to something more generic. 

OTHER DOCUMENT PROPERTIES 

Microsoft Word documents also contain other properties in the built-in document properties of a document. 
To view these properties click on the Office button select PreparelPtoperties. A display bar will open at the top of your document. 
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The document author is pulled from the Word Op!ions settings above, and is inserted when the document is created. This stays with 
the document until it is changed or deleted. 

The other fields displayed are user input properties meaning that the text must be manually placed. Some template and macro ap­
plications use this field for automation purposes and place information in these properties. Unless you are using an automated docu­
ment be aware of these properties since they will remain with the document until they are changed or deleted. 

Note: (File ...Save As) does change these properties. 

In the second part of this series we will cover the remaining five Facts about Metadata. The more you know about potential security 
issues. the easier it is to create and enforce a policy to manage these elements within your firm. = 

About The Author: Randall Farrar is the president and co-founder ofEsquire Innovations, Inc. (www.esqirlc.com). a software com­
pany thac develops Microsoft Office integrated applications [or the legal market, located in Temecula, CA. iScrub is their metadata man­
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